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Wiederholbarkeit prufen
Abhangigkeiten identifizieren
Bestimmter Kontext
Bestimmter User
Bestimmte Tageszeit
Lastbedingte Fehler (Lasttest zur Reproduzierbarkeit)
Problem isolieren

Am besten auf einen API Call
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Grosse Vielfalt an Backend Optionen

Datenbanken (DB2, Oracle, SQL
Server)

Java Backend (WebSphere
Application Server)

Container basierte Erweiterungen
(Component Pack)

Viele Client Moglichkeiten

14.06.2023

Browser
Plugins (Desktop, Outlook, Notes)
Mobile Apps (iOS, Android)
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Security
Username / Passwort
SSO (Kerberos, OIDC, SAML)
SSL/TLS

Abhangigkeiten sind nicht ausreichend
dokumentiert

Viele unterschiedliche Stellen fur
Logdateien
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ldentifizieren der Ursache
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Client side Javascript Fehler in den Serverlogs nicht
sichtbar

Web Developer Tools der Browser hilfreich

Sind Fehler nicht reproduzierbar, HAR abspeichern und
vergleichen

Alternativ Intercept Proxies wie Burp Suite, mitmproxy
oder ZAP verwenden
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API Call identifizieren

Response prufen

Oft sprechendere Fehlermeldung als in der GUI
Call als curl Kommando kopieren

Achtung! Enthalt Cookies.
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flhoncdafoacleat Ia MACIMY A0

preview.hclce== —

oreview.hclcd Copy Value > Copy URL
[ Debugger P Network

hclconn  Save All As HAR Copy URL Parameters T
— preview.hclc

POST & preview hclconnections.net

GET

Resend Copy POST Data

preview.hclconr
Copy as cURL (Windows)

preview.hclconn Edit and Resend

preview.hclcd  Block URL Copy as cURL (POSIX)

preview.hclc Copy as PowerShell

Open in New Tab

preview.hclc Copv as Fetch
Start Performance Analysis... Py as -

preview.hclcd oot
: : Copy Request Headers

preview.hcled  Use as Fetch in Console [

preview.hclconn...  /api-boards/socketio/?EI0=4 Copy Response Headers

preview.hclconn...  /api-boards/socket.io/?EIO=4 Copy Response

preview.hclconn...  /api-boards/socket.io/?EIO=4

. . . C All As HAR
preview.hclconn...  /api-boards/socket.io/?EIO=4 opy >
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WS Other

o3

4+ Q ©  [AD HML CSS5 )5 XHR Fonts

Headers Response  Timings  Stack Trace  Security

JSON Raw @

content: "Testi

2 some calls to show."
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ct{ summ

Testing som

307, displayname: "Christoph 5t ", objectT

n.ibm.com:profiles.pers

Stoettner”

2rnal: "false”, state: "active

C2295¢fc-c43b-

totalitems: 0

aic-ef4b298133

url: "http review.nc

updated
connections: Object { i

isExternal: "false"
w likes: Object { totalitems: 0, url: "https:// preview. hclconnections.net /connections /opensocial/rest/ublog/@allf@all/urn:(sid:l.conn.ibm.com:profiles.note:c2295cfc-c43b-42d4-9a1c-efab298132be /
lifes" }

totalltems: 0

.ibim.com:prof




Login via Skript .

e
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* Verwende curl, wget oder Postman

curl:

# Cookie in Datel speichern

curl -v —-u <username>:<password> -D
cookies.txt —-c cookies.txt
https://connections/profiles/atom/

# Cookie 1m ndchsten Call wiederverwenden
curl —-v —-b cookies.txt —-c cookies.txt
https://connections/communities/event/
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Fehlermeldungen auch
bei funktionierendem
Connections

8.0CR2 mit Orient Me
Image CR1
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Hier ist z.B. Top Updates
leer

8.0CR2 mit original
Orient Me Image
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B Fea k PO| ntS D Debugger T:E
Variablen
Uberwachung

<anonymouss

Call Stack

calendar.calendard

1/ui
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|dentifizieren der App

Path in URL

Netzwerk Tab der Browser Dev Tools
Application Server Logs

Log Sprache in Englisch!

Internetsuche in anderen Sprachen praktisch sinnlos

Generic JVM arguments: -Duser.language=en -Duser.region=GB
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J2EE Server — Programmierkenntisse fur Java nutzlich
Java Classes fur Debug Scope

Java Stack Trace
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Einschalten Trace fur alle Server .

eines Clusters #da::,,ugso

DAS JUBILAUM

* Einschalten via WAS Console umstandlich und langwierig
* wsadmin skript vereinfacht den Prozess

— https://stoeps.de/posts/2021/websphere_traces_on_steroids/

* wsadmin Skript Sprache hinterlegen

WebSphere/AppServer/profiles/<ProfileName>/properties/wsadmin.properties
com.ibm.ws.scripting.defaultLang=jython

* wsadmin Login Daten hinterlegen

WebSphere/AppServer/profiles/<ProfileName>/properties/soap.client.props
com.ibm.SOAP.loginUserid=<WebSphere ADMIN User>
com.ibm.SOAP.loginPassword=<WebSphere ADMIN Password>

11! AnschlieBend Kennwort verstecken !!!
> cd <ProfileName>/bin
> ./PropFilePasswordEncoder.sh ../properties/soap.client.props com.ibm.SOAP.loginPassword

14.06.2023 Fehleranalyse bei HCL Connections - Martin Schmidt / Christoph Stoettner Q


https://stoeps.de/posts/2021/websphere_traces_on_steroids/

e

Trace Strings -
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+  Class Name oder Package Name
—  Erhaltlich durch

*  Dokumentation -
https://support.hcltechsw.com/csm?id=kb_article&sysparm_article=KB0020711

*  HCL Support

* Java Exceptions — Class Names in Stack Trace

* Java Decompiler — Decompiler um weitere interessante Klassen und Zusammenhange zu finden.
« =all
*  Trennzeichen

—  Linux: : (Doppelpunkt), Windows: ; (Semikolon)
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Java Exceptions (Beispiel 1) -
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[6/12/23 9:17:47:521 CEST] 0000014d Og E com.ibm.lconn.opengraph.impl..
com.ibm.lconn.opengraph.messages.OpengraphRuntimeException: java.lang.reflect.InvocationTargetException

at
at
at
at
at
at
at

Caused by:
at
at
at
at

Caused by:

at
at

Caused by:
at

com

com.

com

com.
com.
com.
sun.

.ibm.lconn.
SUN.proxy.
.ibm.lconn.
ibm.lconn.

ibm.lconn

ibm.lconn.

opengraph.env.LogInvocationHandler.invoke (LogInvocationHandler.java:61)
SProxy56.executeHttpGet (Unknown Source)

opengraph.impl.Og.fetch (0g.java:92)

opengraph.impl.Og.fetch (Og.java:44)

.opengraph.service.impl _ fetch (MetadataServiceImpl.java:51)

opengraph.service.impl.OembedMetadataServiceImpl.get (OembedMetadataServiceImpl. java:93)

reflect.GeneratedMethodAccessor686.1invoke (Unknown Source)

java.lang.reflect.InvocationTargetException
sun.reflect.GeneratedMethodAccessor688.invoke (Unknown Source)
sun.reflect.DelegatingMethodAccessorImpl.invoke (DelegatingMethodAccessorImpl.java:55)
java.lang.reflect.Method.invoke (Method.java:508)
com.ibm.lconn.opengraph.env.LogInvocationHandler.invoke (LogInvocationHandler.java:56)

60

more

com.ibm.lconn.opengraph.OpengraphRetrieverRuntimeException: com.ibm.lconn.opengraph.OpengraphRetrieverRuntimeException:
error.httpclient.action.exec.faild0l

com.
com.

64

com.
com.

65

ibm.lconn
ibm.lconn
more
ibm.lconn
ibm.lconn
more

.opengraph.SonataHttpClientTemplate.execute (SonataHttpClientTemplate.java:117)
.opengraph.SonataHttpClientTemplate.executeHttpGet (SonataHttpClientTemplate.java:78)

.opengraph.OpengraphRetrieverRuntimeException: error.httpclient.action.exec.faild01l
.opengraph.SonataHttpClientTemplate.execute (SonataHttpClientTemplate.java:104)

=> Trace String: com.ibm.lconn.opengraph.*=all

14.06.2023

Fehleranalyse bei HCL Connections - Martin Schmidt / Christoph Stoettner @



o
#dachnug50

DAS JUBILAUM

Finden der Classe in ear / war files:

Auf dem ApplicationServer, nicht Dmgr

# cd profiles/AppSrv0l/installedApps/ICCell01
# grep -r OpengraphRuntimeException *

Ergebnis:

# grep -r OpengraphRuntimeException *

Binary file URLPreview.ear/lc.urlPreview.opengraph.web.war/WEB-
INF/lib/lc.util.opengraph.messages-4.5.jar matches

Binary file URLPreview.ear/lc.urlPreview.thumbnail.web.war/WEB-
INF/lib/lc.util.opengraph.messages-4.5.jar matches

Kopiere 1c.urlPreview.thumbnail.web.war auf System mitJD-GUI
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Java Decompiler ,.
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» JD Project
— http://java-decompiler.github.io/

* Entsprechendes jar oder gesamtes .war auf System mit
JD-GUI kopieren und offnen.
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Java Decompiler -
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File Edit MNavigation Search Help

| EEREE

lc.util.opengraph.messages-4. 5.jar &3 | le.urlPreview.opengraph.service.jar &3 | le.utl.opengraph-4.5.jar &3 |

B3 META-INF

=83 com.ibm.lconn

= oembed

Hm impl

ub HashMapAdapter. dass
mh ICOembedResponse. dass
mh JacksonSerializer. class

wb JaxbSerializer class

wb ListEntry. class

wh ListType.class

wh OembedResponse. dass
wb package-info.dass
]"' OembedModel.dass
Oembedserializer.dass

» OembedSerializers. dass
]--- package-info.class
= E opengraph

-8 impl

=]

Og

G Parser

F parser : Og.Parser
Og(HttpTemplate)
Og(HttpTemplate, Og.Parser)

AaldtnTamnlzte Na Darear lnmal

Og.class 52 | 1, OgAbstractFetcher.dass 2 | 41 OgFetcher.dass 12

v
[>]

[T
[ T Y

o
]
coQ@

[}
)

,_\
oo
(=g

0]

H

public Og(HttpTemplate<HttpClientTemplate> paramHttpTemplate, long paramlong) {
this(paramHttpTemplate, Parser.JS0UP);
¥

public Og{HttpTemplate<HttpClientTemplate> paramHttpTemplate) {
this(paramHttpTemplate, Long.MaX_VALUE);
¥

public Parser getParser() {
return this.parser;

H

public OpenGraph<?s -[final URI targetUri) {
Preconditions.notMull(targetUri, “"Target URI is not specified");
String str = "fetch(URI targetURI)";
if (this.logger.isloggable(Level.FINER))
this.logger.entering(this.CLASS NAME, str, targetUri);
try {
String strl = (String)getHttpClientTemplate().executeHttpGet(targetUri.toString(), new HttpTemplate.EntityConsumer<St
public String consume(HttpEntity paramlHttpEntity) throws Exception {
String str = null;
Header header = paramlHttpEntity.getContentType();
if (header != null) {

string strl = header.getValue():
mn

-~
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Unerklarliches Verhalten (Beispiel

Events

Events Calendar View

Create an Event

1-100f 16

Show Past Events

f@ Event 2023_06_12
Today at 2:45 PM - 3:45 PM

GB Event 2023_06_22
Jun 22 at 2:45 PM - 3:45 PM

GB Event 2023_06_23
Jun 23 at 2:45 PM - 3:45 PM

GB Event 2023_06_26
Jun 26 at 2:45 PM - 3:45 PM

Show 10 20 50 items

Created by Test Userl

Created by Test Usert

Created by Test User1

Created by Test Usert

Updated on Today at 3:00 PM | Tags:iest

Created on Today at 2:41 PM

Created on Today at 2:41 PM

Created on Today at 2241 PFM

2)

Jump to page of 2
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Suche via Browser Console:

https://cnx.beaslabs.com/communities/calendar
/atom form/calendar/event?calendarUuid=alc43b
4d-eb6c6-4bd4-835b-
8c959d242f2f&startDate=2023-06-
12T15%3A04%33A00%2B02%53A00&page=1&ps=10&1lang=e
n usé&anonymous=true&daylight=2023-03-
26T11%3A04%3A35%2B02%3A00%2F2023-10-
29T10%3A04%3A35%2B01%3A00
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Datenbank Inhalt
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elect * from calendar.ca eventinstance where calendar uuid = ‘aDc43b4d—e606—4bd4—835b—8c959d242f2f|‘ :|

-

select” flom ¢ | select” fromc |

Results rMetaData Info

Overview/ Charts | Rotated table | Results as text

Rows 1&; select * from calendar.ca eventinstance where calendar uuid = 'aOc43bdd-e6c6-4bd4-835b-8c959d242F2F";

EVENTINST_UUID CALENDAR_UUID EVENT_UUID EVENTINFO_UUID STARTDATE ENDDATE
C7004283-05e3-46bb-acd5-d75d2a612fic  |alcd43bpdd-ebof-4bd4-835b-8c059d24212f  |758cab4436574248854d4af520db7a69-013 |=null= 2023-06-14 14:45:00.0 2023-06-14 15:45:00.0
07be93fd-d696-448b-2425-b4622d915458  [alcd3b4d-e6c-4bd4-8350-8c050d24212f  |5714230f3bd14bb2a9872840a32602-013 [=null= 2023-06-15 14:45:00.0 2023-06-15 15:45:00.0
dfd3d7ra-48ch-4859-a51c-6fe90e2029d7 alc43p4d-e6c6-40d4-8350-8c959d242127  |e1c2eb75eab24333803598a461ec462d-013 [=null= 2023-06-16 14:45:00.0 2023-06-16 15:45:00.0
fd9ed67d-30f9-4184-a601-9757 8f441ef9 alc43b4d-e6o6-4bd4-8350-8c959d24212f  |c732431af28e4182a6c541cc50496838-013 |=null= 2023-06-19 14:45:00.0 2023-06-19 15:45:00.0
f8dc0b3d-0095-4922-9p82-2efdfe0dd214  |alc43b4d-efci-4bd4-8350-8c050d24212f |a256464111654023842df745echae4be-013  |<null= 2023-06-20 14:45:00.0 2023-06-20 15:45:00.0
fed4cbeda-60c6-40e9-9812-46014560ee3c alc43b4d-e6c6-400d4-8350-8c9590d242127  |6d7DE4CBeT3747240143043Ce60M5323-013 [=null= 2023-06-21 14:45:00.0 2023-06-21 15:45:00.0
32445612-a689-49c2-b205-b9572eab5243  [alcd3b4d-efcf-4bd4-835b-8c0959d24212f  [cf42268fc59a4b1cbeE89118b9a8425d-013  [=null= 2023-06-22 14:45:00.0 2023-06-22 15:45:00.0
9c9e4143-f586-4fe3-0112-5cfaladfe7 08 alc43b4d-e6o6-4bd4-8350-8c959d24212f  |456b4cB2c02f4d24bBe12ad155ec30a4-013 [=null= 2023-06-23 14:45:00.0 2023-06-23 15:45:00.0
aZef7d37-e8a9-4333-ac14-500809e93d20 |a0c43p4d-e6c6-40d4-8350-80959d242127  |55edab41c02147de8dib15a2ceb63dct-013 [=null= 2023-06-26 14:45:00.0 2023-06-26 15:45:00.0
82c7783b-coch-44cd-bB2d-960289a1500e  [alcd 3b4d-efci-4bd4-835b-8c059d242f2f  [20c8d1b9c5a3487f912bebB4eedadefe-013  [=null= 2023-06-27 14:45:00.0 2023-06-27 15:45:00.0
c918c362-9f93-4575-87d9-11ec43ced014  [alc43b4d-ebci-4bd4-8350-8c959d24212f  |324cbedd75a740a793297c1a43f21d51-013 |=null= 2023-06-28 14:45:00.0 2023-06-28 15:45:00.0
01e90980-a2c1-4007-9cbd-348cfd203ca9  |alc43b4d-efch-4bd4-8350-8c959d24212f  |Tod3alfect214e369e77adcd561c4c9-013  |=null= 2023-06-29 14:45:00.0 2023-06-29 15:45:00.0
438492332-7c12-4199-bbeb-fe77c5e0b115  |alcd3bdd-efch-4bd4-835b-8c059d24212f  |0d0b19cd80b4487dE117487bfcaed9c2-013 |<null= 2023-06-30 14:45:00.0 2023-06-30 15:45:00.0
§41d36358-475c-4eb0-9a25-20f8f28b4701  [alc43b4d-e6cb-4bd4-8350-8c959d24212f  |43fe3f9cf57a45600859a076032b0fc2-013  [=null= 2023-07-03 14:45:00.0 2023-07-03 15:45:00.0
blcedaZd-4327-483-a16f-6064315c0e90 alc43b4d-e6o6-4bd4-8350-8c959d24212f  |e90dfaf43dbb45d0bec7713564cf0chd-013  |=null= 2023-07-04 14:45:00.0 2023-07-04 15:45:00.0
2e7bccc-98ae-4a84-0bb3-0f5350a0a162  |alcd3bdd-efch-4bd4-8350-8c059d24212f  |63a8cdb0dG8a49649d27198382¢19551-013 |<null= 2023-06-12 14:45:00.0 2023-06-23 15:45:00.0
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Check des Java Codes bringt keine Erklarung. Zu
komplex. Code kann nicht nachvollzogen werden.
Erkenntnis: Prufen der Datenbankabfragen.

Einschalten Datenbank Traces. (Siehe KB0020/711)

./wsadmin.sh -f clusterTrace.py ICCluster
"com.lbatis.*=all:java.sgl.Connection=all:java.sqgl.Prepare
dStatement=all:java.sgl.ResultSet=all:com.ibm.tango.intern
al.ExecutionContext=all"
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Analyse DB Abfragen )
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1. SELECT COUNT (1) FROM CALENDAR.CA EVENTINSTANCE WHERE CALENDAR UUID = ? AND
ENDDATE >= ? AND ORG ID = ? FOR FETCH ONLY

Parameters: [a0c43bd4d-e6c6-4bd4-835b-8c959d242f2f, 2023-06-13 15:04:00.0,
al

-> 16 -> OK ist korrekt

2. SELECT EVENTINST UUID as eventInst UUID, CALENDAR UUID as calendar UUID,
EVENT UUID as event UUID, STARTDATE as startDate, ENDDATE as endDate,
EVENTINFO UUID as eventInfo UUID, MODIFIEDBY as modifiedBy, MODIFIEDON
as modifiedOn, ORG ID as ORG ID FROM CALENDAR.CA EVENTINSTANCE WHERE
CALENDAR UUID = ? AND ENDDATE >= ? AND ORG ID = 7 ORDER BY

STARTDATE ASC, EVENTINST UUID FETCH FIRST 10 ROWS ONLY FOR FETCH ONLY

Parameters: [a0c43b4d4d-e6bc6-4bd4-835b-8c959d242f2f, 2023-06-13 15:04:00.0,
al
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SELECT EVENTINST UUID as eventInst UUID, CALENDAR UUID as
calendar UUID, EVENT UUID as event UUID, STARTDATE as startDate,
ENDDATE as endDate, EVENTINFO UUID as eventInfo UUID, MODIFIEDBY
as modifiedBy, MODIFIEDON as modifiedOn, ORG ID as ORG ID FROM
CALENDAR.CA EVENTINSTANCE WHERE CALENDAR UUID = ? AND ENDDATE >=
? AND ENDDATE < ? AND ORG ID = ? ORDER BY STARTDATE ASC,
EVENTINST UUID FOR FETCH ONLY

Parameters: [a0c43bd4d-e6c6-4bd4-835b-8c959d242f2f, 2023-06-22
15:45:00.0, 2023-06-27 15:45:00.0, a]

-> Woher kommt das Datum 2023-06-227? -> Deswegen fehlen die ersten
Events.

Es ist das Enddatum des ersten Events minus 1 Tag vom 12.06.
-> Problem mehrtagige Events werden nicht korrekt behandelt.
Wie erstellt man eigentlich mehrtagige Events?
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Please check the following

® * The event duration should not be larger than 24 hours. Please create a repeating event instead.

o
1-10f1 1 #dachnug50

Create Ev DAS JUBILAUM

vEventTie Ohow Past Events

Tags: % Test Event
 Start Today at 7:15 AM - 8:15 AM  Created by Christoph Stoettner Created on Today at 7:12 AM = Tags:important, tagging, is
ans’
¢ June 2023 *
Sun Mon Tue Wed Thu Fri Sat
Loca 05/28 05/29 05/30 05/31 1 2 3
[12:00PM Test multipe day evel[12:00PM Test of an event with
Desc
4 5 6 7 8 9 10
1 12 13 14 15 16 17
18 19 20 21 22 23 24
* Requ
25 26 27 28 29 30 07/01
Day 165 - 200 days left in the year
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Component Pack
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Welcher Pod benotigt
Opensearch bzw. OpenSearch Index
MongoDB bzw. Datenbank
Redis

Nicht dokumentiert
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OpenSearch Indices

GET / cat/indices

P %

#dachnug50

DAS JUBILAUM

green open security-auditlog-2023.06.07 eEjRux-3SfG9XwGjhZzCmg 1 1 178 0 559.9kb 318.8kb
green open icmetricsconfig YTuZrScO0SvyWNg2uOBma9w 5 1 1 0 8.9kb 4.4%kDb
green open icmetrics a 2023 1h Cfg3G70uQobmc3sdGbddwg 5 1 694 O Imb 576.3kb
green open icmetrics a 2022 2h KFodGvkaQlyactS083jE1fQ 5 1 59 0 194.7kb 97.3kb
green open quickresults GQbNo21VSlaB6-xXwailPg 8 2 92 35 1.5mb 557.6kb
green open icmetricscommlist u9xpK2KbQ0G-zV2EolXmwg 5 1 2 0 17.9kb 8.9kb
green open .opendistro security imEaa8dMR3CjVijg4hJRtlg 1 2 9 0 182.9kb 60.9kb
green open orient-me-collection BKv72Us9SNm9HvQwYswspg 1 1 32 5 181.8kb 94.8kb
green open security-auditlog-2023.06.08 O0ffNg dmTY-W1aKJGPPBoA 1 1 221 O 880kb 432.4kb
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OpenSearch Indices 2 ...-o

”""‘r
icmetricsconfig Metrics Config
icmetricscommlist Metrics Community List
icmetrics_a 2023 1h Metrics Events 1st half 2023
icmetrics_a_2022 2h Metrics Events 2nd half 2023
orient-me-collection Orient Me Top Updates
quickresults Typeahead, Communities/Files Catalog -

Visited Timestamp

security-auditlog-2023.06.07 Daily Log, useless atm
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o
#dachnug50

 DAS JUBILAUM ]
Security Auditlogs in Opensearch aktiv
Keine Config um aufzuraumen
kubectl edit cm opensearch-cluster-master
Loschen der Zeile
audit type: internal opensearch
Neustart des Statefulsets

kubectl rollout restart sts opensearch-
cluster—-master
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MongoDB Query -

#dachnug50

DAS JUBILAUM

* Shell in mongo5-0 Pod offnen

mongosh --tls --tlsCertificateKeyFile /etc/mongodb/x509/user admin.pem \
--tlsCAFile /etc/mongodb/x509/mongo-CA-cert.crt --host \
S (hostname -f) --authenticationDatabase 'Sexternal' \
-—authenticationMechanism MONGODB-X509

rsO [direct: primary] test> show databases
AppReg 272.00 KiB
ITM 144 .00 KiB
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Mongo Datenbanken und Funktion )

appReg

boards-*
collabscoredb-service
commtpldb

IT™M

admin

#dachnug50

HAS JUBILAUM

Customizer (Application config/code)
Activities Plus, Huddo Boards

Orient Me, retrievalservice usw.
Community Templates

Important To Me Bar

Mongo DB System
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Welche Container hangen voneinander ab

— Analyse mit Istio & Kiali
— Alternativ mit kubeshark ..

5.25KB
W.-msw
x8-ora.stoeps. home

z.B. Orient Me benoétigt MongoDB, OpenSearch,
Redis, middleware-graphql
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o
#dachnug50

DAS JUBILAUM

Kubeshark

Erfassung und Uberwachung des gesamten
Datenverkehrs und der Nutzdaten, die in Container,
Pods, Nodes und Cluster ein- und ausgehen.
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Kubeshark -

#dachnug50

DAS JUBILAY

namespace

Service Map

@ Kubeshark

G) streaming paused ® Edges o
Bandwidth 24
Nodes
Resolved Name v

redis-sen

. redis-sentine sh lati
[Query edis-server-2.redis-server.connections.svc.cluster.local ow cumulative haproxy-7955d45bc7-stdzb

redis-sentinel-589f5bb58d-mxt24 (=% kube-dns bandwidth (@

S: 10.0.2Z
. . redis-sentingl-589f5bb58d-mxt24
redis-server-2.redis-server.connections.svc.cluster.local Include request sizes people-scoring-596f4db876-84jcB112 KB/s

redis-sentinel-589f5bb58d-mxt24 =* kube-dns

22.53 KBIs

REQUEST . 31.13 KB/s
. < Include response sizes
mongo5.connections.svc.cluster.local =
le-scoring-596fadb876-84jcm (= kube-d
people-scoring jcm &* kube-dns ) 1434 KBIS :
O Detail: O itm-services
mongo5.connections.svc.cluster.local N b,
people-scoring-596f4db876-84jcm (* kube-dns OpCodt teams-share-service-6544d6958-wawnx
mongo5.connections.svc.cluster.local 39.19 KB/s kube-dnsi322 kers
people-scoring-596f4db876-84jcm > kube-dns ® Questi
= 15.32 KB/s
i Class \
mnngoS.cannectlI?ns.svc.cluster.local - DNS & 05 ica 515
people-scoring-596f4db876-84jcm =* kube-dns Name Domain Name System people-relation
Type
mongo5.svc.cluster.local A

- ube-system [
people-scoring-596f4db876-84jcm * kube-dns "

redis-sentinel-589f5bb58d-mxt24
[Query| mongo5.svc.cluster.local

people-scoring-596f4db876-84jcm =* kube-dns connections

kubectl describe pod redis-sentinel-589f5bb58d-r

Namesp

Showing 468 items from a total of 1.767MB UTC: 06/13/2023,
traffic canture 5:29:41.351 AM
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#dachnug50

DAS JUBILAUM

Kubernetes
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o
#dachnug50

DAS JUBILAUM

Problem:

Elasticsearch nicht verfigbar nach ca 3 Tagen

PS aux

/0k sendRequest.sh Prozesse

<defunct=

<defunct=
<defunct=
<defunct=

4180792
4181307
4181669
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o
#dachnug50

DAS JUBILAUM

Events werden nur 1 Std gespeichert

/etc/kubernetes/manifests/kube-
aplserver.yaml

——event-ttl=24h0m0Os
Log zeigt Probleme bei Speicher, CPU

connections 19 Warning FailedGet

FailedGetS

FailedG

con tions 19 rnin FailedG ale scaler/community-templat
connections FailedGetScale horizontalpodautoscaler/admin-portal

Sm
Sm
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Fur Bsp 3 nicht hilfreich ,,..

#dachnug50

DAS JUBILAUM

* Liveness Check beendet nicht richtig

— https://cloud.google.com/architecture/best-practices-
for-building-containers#signal-handling

— https://kubernetes.io/docs/tasks/configure-pod-
container/share-process-namespace/

shareProcessNamespace: true
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https://kubernetes.io/docs/tasks/configure-pod-container/share-process-namespace/

o
#dachnug50

DAS JUBILAUM

Die Ausgabe erfolgt in das normale Log.
Bei 1 Pod:

kubectl logs —-f <pod name> —-n connections

Bei mehreren Pods:

kubetail <deployment name> -n connections

stern opensearch -n connections

rreen, timeout=1s}
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Shell in Container / Pod offnen ,.

#dachnug50

[ DAS IUBILAUM
* Single Container Pod
kubectl exec -1t <pod name> -- <programm>
# Belspiel
kubectl exec -1t mongob-0 —-- bash

 Multi Container Pod

kubectl exec -1t <podname> -c
<contalnername> —-- bash
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o
#dachnug50

DAS JUBILAUM

Container

14.06.2023

Programmcode ist im Klartext (nodejs)

Ausnahme indexingservice, retrievalservice,
opensearch -> Java

In den Containern steht in der Regel vi (kein vim)
oder cat zur Verfugung

Shell im Container offnen und analysieren
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o
#dachnug50

DAS JUBILAUM

curl
Zertifikate notwendig

Shell in OpenSearch Pod offnen sendRequest.sh
verwenden

kubectl get secret opensearch-secret -n connections \ -o=jsonpath="{.data[chain-ca\.pem']}" | base64 -d > chain-ca.pem
kubectl get secret opensearch-secret -n connections \ -o=jsonpath="{.data[opensearch-metrics\.pl2']}" | base64 -d > opensearch-metrics.pl?2

curl -k —--cert-type P12 --cert elasticsearch-
metrics.pl2:password https://hostname:30099
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o
#dachnug50

DAS JUBILAUM

Shell in OpenSearch Client Pod offnen

cd /usr/share/opensearch/probe
vl sendRequest.sh

echo S$S{response text}
# Change to
echo "S$S{response text}"

Ausgabe erfolgt dann mit Zeilenende (Return) und nicht als einzeiliger
String

Am Besten Kopie erstellen und diese fur eigene Kommandos nutzen
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$"{response text}"

[opensearch@opensearch-cluster-client-0 probe]$
Average Speed Time Time

%» Total

100 1001
green open
green open
green open
green open
green open
green open
green open
green open
green open
open
open

al Re

160 1001 100 1001

14.06.2023

${response text}

% Received % Xferd

100 1001 0 0
security-auditlog-2023
icmetricsconfig
icmetrics_a_2023_1h
icmetrics_a_2022_2h
security-auditlog-2023
quickresults
icmetricscommlist
.opendistro_security
security-auditlog-2023
security-auditlog-2023
orient-me-collection
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Upload Total Spent

eEjRux-35fGI9XwGjhZzCmg
YTuZrSc@SvyWNg2u@BmaSw
Cfq3G70uQo6bmc3sIGbIdwg
KFodGvkaQlyactS@8jE1fQ
yCj2UvAkSzaAgbFA0BshPA
GQbNo21VSlaB6-xXwailPg
u9xpK2KbQ0OG-zV2Eol Xmwg
imEaa8dMR3CjVjq4ahJRt1g
dXBGO8 jJRsm@HReAduqleQ
Of fNg_dmTY-W1aKJGPPBoA
BKv72Us9SNm9HvQwYswspg

1
5
5
3
1
8
>
1
1
1
1

—_ ek i N = M) =t = =3 =

./sendRequest.sh GET /_cat/indices

Current
Speed
2116
637.6kb
8.9kb
.2mb
. Tkb
. 1mb
. 6mbh
. 8kh
. 9kb
. Tmb
. Tmb
26kb

w

[ I R R
N AN WA=

N

weoo oM
o M

8kb

)
. 2kb
.3kb
. 9mb
.8kb
. 9kb
. 9kb

2mb

.3mb
. Tkb

o
#dachnug50

DAS JUBILAUM




o
#dachnug50

o o . . .
Zertifikate erneuern sich beim Update mit kubeadm
1 Jahr gultig

openssl s client -servername cnx/-ora-
Cp.stoeps.home —-connect cnx/—-ora-
cp.stoeps.home:6443 | openssl x509 -noout -
dates

Zertifikate ohne Update erneuern

kubeadm certs check-expiration
kubeadm certs renew all
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o
#dachnug50

DAS JUBILAUM

K9s Cli Tool

Die wichtigsten Kommandos sind einen
Tastenanschlag entfernt

Shell offnen
Logs
Previous Log

Describe
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Context:
Cluster:
User:
K9s Rev:
K8s Rev:
CPU:
MEM:

cnx8-kubernetes-admin@cnx8-ora

cnx8-ora

cnx8-kubernetes-admin

v0.27.4
v1.25.9
6%

48%

connections
default

NAME *
haproxy-6f58bf59b5-rw82n
indexingservice-c66955864-gfbgb
itm-services-5dch7¢9864-tp6kv
middleware-graphgl-5c689b5ch9-gmxks
middleware-jsonapi-747df6d796-m8wl7

mongo5-1

mw-proxy-58c6cdcccs-veke]
opensearch-cluster-client-0
opensearch-cluster-data-0
opensearch-cluster-data-1
opensearch-cluster-data-2
opensearch-cluster-master-9
opensearch-cluster-master-1
opensearch-cluster-master-2
orient-web-client-5d46b7bb75-s4gsp
people-idmapping-54b5df74bf-6vgsw
people-migrate-7c9b7c874f -bdvvv
people-relation-59dc8d8dcf-hrld7
people-scoring-67b8ccd7c-6cdmh
redis-sentinel-6c49f5f856-cxhd4

Attach
Delete
Describe
Edit
Help
Kill

Pods(

PF READY RESTARTS STATUS

2/2
2/2
2/2
2/2
2/2

2/2
2/2
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
2/2
2/2
2/2
2/2
2/2

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

DWW e Wwe oo o000 O N NI N = & —

CPU
11

17
16
19
21
16
14

oo Ul W e

)[38]
MEM
86
437
132
143
141

411
156
950
1014
1000
1e18
957
952
943
58
126
109
135
136
70

Logs R
Logs Previous | [ A W
Port-Forward | <N\ / ___/
Shell | N/ A\
Show Node | N/ >
Show PortForward \/ \/
%CPU/R %CPU/L %MEM/R %MEM/L IP NODE AGE
7 2} 48 7 192.168.77.238 cnx8-ora-cp.stoeps.home 15h
1 2] 191 21 192.168.77.200 cnx8-ora-cp.stoeps.home 15h
2 %} 65 8 192.168.77.241 cnx8-ora-cp.stoeps.home 15h
2 %} 70 9 192.168.77.220 cnx8-ora-cp.stoeps.home 6d15h
2 0 69 9 192.168.77.255 cnx8-ora-cp.stoeps.home 15h
9 %} cnx8-ora-cp. . home
9 0 274 12 192.168.77.253 cnx8-ora-cp.stoeps.home 13h
6 0 77 11 192.168.77.212 cnx8-ora-cp.stoeps.home 6d15h
15 0 61 46 192.168.77.216 cnx8-ora-cp.stoeps.home 13h
3 0 33 24 192.168.77.242 cnx8-ora-cp.stoeps.home 13h
3 0 32 24 192.168.77.204 cnx8-ora-cp.stoeps.home 13h
3 0 33 24 192.168.77.236 cnx8-ora-cp.stoeps.home 13h
21 2 124 62 192.168.77.209 cnx8-ora-cp.stoeps.home 91m
16 1 124 62 192.168.77.227 cnx8-ora-cp.stoeps.home 93m
14 1 122 61 192.168.77.229 cnx8-ora-cp.stoeps.home 95m
1 0 78 5 192.168.77.226 cnx8-ora-cp.stoeps.home 15h
2 %} 62 8 192.168.77.208 cnx8-ora-cp.stoeps.home 15h
1 %} 53 5 192.168.77.251 cnx8-ora-cp.stoeps.home 15h
2 %} 66 9 192.168.77.244 cnx8-ora-cp.stoeps.home 15h
3 %} 67 5 192.168.77.223 cnx8-ora-cp.stoeps.home 15h
7 %} 39 6 192.168.77.217 cnx8-ora-cp.stoeps.home 15h

14.06.2023
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o
#dachnug50

DAS JUBILAUM

k9s - https://k9scli.io

kubetail - https://github.com/johanhaleby/kubetail
Kubeshark - https://kubeshark.co/

Istio - https://istio.io/

jd-gui - http://java-decompiler.github.io/
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DNUG

DNUG e.V.
Goldenbergstrasse 1
50354 Hurth

Telefon: +49 30 20898805 0
Telefax: +49 30 20898805 1
E-Mail: info@dnug.de
Web: http://www.dnug.de
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