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A Senior Consultant
I Linux since 1995
I Domino since 1999
I Connections since 2009

A Focus
% stoeps@vegardit.com ! Automation, DeVOpS
[ linkedin.com/inthristophstoettner . ;
E7 stoeps.de / vegardit.com | Secu”ty

@ @stoeps@infosec.exchange

\‘l HCL Ambassador
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A Lab Services Consultant & ATz

A Focus
I HCLSoftwar®igital Solutions
I Among other IT related stuff

% milan@pnphcl.com
@ linkedin.com/in/milanmatejic45536511a
Y2 milan.matejic.at ﬁ d
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A Every IT environment has scars

A Customer details are strictly anonymized
A We judge problems, not people

A We have caused outages too!

A Mistakes drive the best innovations

A Focus on blameless continuous learning
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MISSING DOCUMENTATION
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A TLSCommunicatiorbetween various components not possible
A Impact: HCL Connections completeffline
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(ENGAGE Suspects

A Networking issues
A System misconfiguration:

ATLS certificates

i LDAP

i Mall

Web-Server

Load Balancer

I Component Pack
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A Culprit
I Issues with TLS certificates
I Misconfiguration in Component Pack

A What Happened?

I New certificatesacked required SANs
I Wrong domains set in Component Pack
I Self signed Certificates (LDAP) change without further notice

A Why?

I Severe lack of documentation
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A Comprehensive installation and configuration documentation
A Architecture diagrams
I Drawing makes problems easier to debug

A Store it somewhere where’g easily available

| Disaster recovery documentation for Connections shouldn't be stored
In a Connections Wiki!
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AGGRESSIVE SECURITY SOLUTIONS
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A Schedulers not running f
A Search Indexing fails

A Activity stream not update
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(ENGAGE Impact
A HCL Connections effectively
offline
A Search Index not updated
A Trashed Files not removed
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(ENGAGE Suspects

A Network

A Firewall(s)

A Storage

A Load Balancers

A Broken Message Bus
(Scheduler)

A Damaged Documents
(Search Index)
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A Culprit
I Antl-Ransomware security solution

A What Happened?
I Connections servers identifiled as ransomware sources

A Why?
I WebSphere messaggtores triggered alarms

A Solution
I Maintain upto-date CMDB

A Lessons learned
I CMDB tracking is crucial
I Cross Team Communication is vital!
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A Sentinel One

I DMGR java tasklentified as malicious
| processstopped

A Scheduler need DMGR to run
I No search updates!
I No final trash delete

A Exception in Sentinel One to preven
stopped process
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wShared malware hash Blidedeck
wUploaded document to Connections

w Extraction of all text fronfPowerpoint

=SEClE ) Writes text to disk

Index

w Detects malware hash
AEER (0 Quarantines document

Engine

wMissing document

Indexing fail:

wShare a screenshot of malware hashes
S weven the Eicar hash will break the indexing
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THE TMPTRAP
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A Installations fail

A Docs conversion sporadically n
working

A /tmp fills up until disk is full
A System and installation unstable
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(ENGAGE Suspects

A Corrupt installers
A Insufficient disk space
A Broken or damaged files

o 3
A Anti Virus / Security Tool: &
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A OS Hardened with ruleset from GA®rkBench

I Industry standard

I Ansible playbooks available
AExample RHEL 9: https://github.com/ansitdbekdown/RHELZIS

A Ensure fmp is a separate partition (1.1.2.1.1)

A Ensurenoexecoption set on tmp partition (1.1.2.1.4)
I Also:nodev nosuid

A IBM Installers execute fromrhp
A Separate partition (4 or 8GB) often too small

Engage 2026
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A Use differenttmp with Java:-Djava.io.tmpdir="/newtemp"
A export TMPDIR=/newtemp
A Provide dedicated installer directories

A Update HCL Docs Conversion
I 2.0.2 does not deletetmp entries

A Remembetmpfsis not persistent and gets deleted on reboot
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ENVIRONMENT CONFUSION

Engage 2026 34




uuuuuuuu

A Production goes unexpectedly offline
A Impact: Massive user disruption, panic

"Everyone has a test environment.
Some people are lucky enough to
have a separate production

environment."
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(ENGAGE Suspects

A Hardware failure
A Networking issue

A Human error i
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A Culprit: Shutting down Prod, not Test

A What Happened:
I Admin confused WAS Integrated Solution Consoles (ISC)

A Why:
I IBM WAS (ISE€Xactly identical
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A Visually separate your environments

A Lessons Learned:

I Customize Ul for Test environments

A System Administration > Console Identity: =
Add a name and color (red / greeprod / test) ﬁi‘-

A Use different logo in Connections Ul Test environment (prevent: '-" "i'
from deleting important Communities) E i|:l.|"
i

I Operating System:

A L'.r.‘ux- # Banner none # letc/ mybanner
I Use ktc/motd | Banner £tc/mybanner  --------omeemme e
I /etc/ssh/sshd _config Be careful! This is production!

A Windows: Adjust desktop backgroun@sld text or background =~ -mmmmmmmmmmmmmmmmmesssssseeeeeeeeeeee
image)
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