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ÅSenior Consultant

ïLinux since 1995

ïDomino since 1999

ïConnections since 2009

ÅFocus

ïAutomation, DevOps

ïSecurity

https://infosec.exchange/@stoeps
https://stoeps.de/
https://linkedin.com/in/christophstoettner
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milan.matejic.at
Milan_Matejic90

ÅLab Services Consultant & ATS

ÅFocus

ïHCLSoftware Digital Solutions

ïAmong other IT related stuff
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Before We Begin...

ÅEvery IT environment has scars

ÅCustomer details are strictly anonymized

ÅWe judge problems, not people

ÅWe have caused outages too!

ÅMistakes drive the best innovations

ÅFocus on blameless continuous learning
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MISSING DOCUMENTATION
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Symptom

ÅTLS-Communicationbetween various components not possible

ÅImpact: HCL Connections completelyoffline
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Suspects

ÅNetworking issues

ÅSystem misconfigurations

ÅTLS certificates

ïLDAP

ïMail

ïWeb-Server

ïLoad Balancer

ïComponent Pack
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Digging deeper

ÅCulprit

ïIssues with TLS certificates

ïMisconfiguration in Component Pack

ÅWhat Happened?

ïNew certificateslacked required SANs 

ïWrong domains set in Component Pack

ïSelf signed Certificates (LDAP) change without further notice

ÅWhy?

ïSevere lack of documentation
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Solution

ÅComprehensive installation and configuration documentation

ÅArchitecture diagrams

ïDrawing makes problems easier to debug

ÅStore it somewhere where it´s easily available

ïDisaster recovery documentation for Connections shouldn't be stored 
in a Connections Wiki!
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AGGRESSIVE SECURITY SOLUTIONS
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Symtoms

Å{ŜǊǾŜǊǎ ŎŀƴΩǘ ŀŎŎŜǎǎ bC{ ǎƘŀǊŜǎ

ÅSchedulers not running

ÅSearch Indexing fails

ÅActivity stream not updated
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Impact

ÅHCL Connections effectively 
offline

ÅSearch Index not updated

ÅTrashed Files not removed

Engage 2026 19



Engage 2026 20



Engage 2026 21



Engage 2026 22



Suspects

ÅNetwork 

ÅFirewall(s)

ÅStorage

ÅLoad Balancers

ÅBroken Message Bus 
(Scheduler)

ÅDamaged Documents 
(Search Index)
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Digging deeper - NFS
ÅCulprit
ïAnti-Ransomware security solution

ÅWhat Happened?
ïConnections servers identified as ransomware sources

ÅWhy?
ïWebSphere message-stores triggered alarms

ÅSolution
ïMaintain up-to-date CMDB

ÅLessons learned
ïCMDB tracking is crucial

ïCross Team Communication is vital! 
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Digging Deeper - Scheduler not running

ÅSentinel One 

ïDMGR java task identified as malicious 

ïprocess stopped

ÅScheduler need DMGR to run

ïNo search updates!

ïNo final trash delete

ÅException in Sentinel One to prevent 
stopped process
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Digging deeper - Search Index

AV Team

ωShared malware hash in Slidedeck

ωUploaded document to Connections

Background 
Index

ωExtraction of all text from Powerpoint

ωWrites text to disk

Anti Virus 
Engine

ωDetects malware hash

ωQuarantines document

Indexing fails
ωMissing document

Pro Advice

ωShare a screenshot of malware hashes

ωeven the Eicar hash will break the indexing
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THE /TMP TRAP
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Symptoms

ÅInstallations fail

ÅDocs conversion sporadically not 
working

Å/ tmp fills up until disk is full

ÅSystem and installation unstable
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Suspects

ÅCorrupt installers

ÅInsufficient disk space

ÅBroken or damaged files

ÅAnti Virus / Security Tools
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Digging deeper

ÅOS Hardened with ruleset from CIS WorkBench

ïIndustry standard

ïAnsible playbooks available

ÅExample RHEL 9: https://github.com/ansible-lockdown/RHEL9-CIS

ÅEnsure /tmp is a separate partition (1.1.2.1.1)

ÅEnsure noexec option set on /tmp partition (1.1.2.1.4)

ïAlso: nodev, nosuid

ÅIBM Installers execute from /tmp

ÅSeparate partition (4 or 8GB) often too small
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Solution

ÅUse different tmp with Java: -Djava.io.tmpdir="/newtemp"

Åexport TMPDIR=/newtemp

ÅProvide dedicated installer directories

ÅUpdate HCL Docs Conversion

ï2.0.2 does not delete /tmp entries

ÅRemember tmpfs is not persistent and gets deleted on reboot

Engage 2026 33



ENVIRONMENT CONFUSION
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Symptom

ÅProduction goes unexpectedly offline

ÅImpact: Massive user disruption, panic
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"Everyone has a test environment. 
Some people are lucky enough to 

have a separate production 
environment."



Suspects

ÅHardware failure

ÅNetworking issue

ÅHuman error
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What happened?

ÅCulprit: Shutting down Prod, not Test

ÅWhat Happened:

ïAdmin confused WAS Integrated Solution Consoles (ISC)

ÅWhy:

ïIBM WAS (ISC)exactly identical
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Solution
ÅVisually separate your environments

ÅLessons Learned:

ïCustomize UI for Test environments
ÅSystem Administration > Console Identity:

Add a name and color (red / green - prod / test)

ÅUse different logo in Connections UI Test environment (prevents 
from deleting important Communities)

ïOperating System:
ÅLinux: 

ïUse /etc/motd

ï/etc/ssh/sshd_config

ÅWindows: Adjust desktop backgrounds (add text or background 
image)
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# Banner none
Banner /etc/mybanner

# /etc/mybanner
----------------------------------------
Be careful! This is production!
----------------------------------------



Console Identity
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